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Abstract. The notions of perfect nonlinearity and bent functions are
closely dependent on the action of the group of translations over IF5'.
Extending the idea to more generalized groups of involutions without
fixed points gives a larger framework to the previous notions. In this
paper we largely develop this concept to define G-perfect nonlinearity
and G-bent functions, where G is an Abelian group of involutions, and
to show their equivalence as in the classical case.

1 Introduction

The security of secret-key cryptosystems is essentially based on the resistance
to two famous attacks, differential [I] and linear cryptanalysis [2].

On the one hand the functions that exhibit the best resistance to differential
cryptanalysis, called perfect nonlinear, satisfy to the following conditions

Vo € By \ {Owy Y8 € B}, |{z € FY|fr ©a)  f(x) = B} =27 (1)

where f: IF5' — TF and @ is the sum over IF5" and IF] (the component-wise
modulo-two sum). Then for all a € 5" \ {Opyp }, the derivative of f in the
direction «, do f : x € FJ' — f(x @ a) @ f(x), is uniformly distributed over IF5.
On the other hand the linear resistant functions, called bent functions, are defined
with respect to their (discrete) Fourier transform,

—
m

VG € I3 \ {0y },Va € IF?X%;L o fla) = £27% (2)

where XII%Q cy € Fy + (—1)%¥ € {£1} is a character, the symbol “.” denotes

the (canonical) dot-product over IF5, F is the Fourier transform of a function
F :TF]" — C and o is the composition of functions.
Actually these two notions are equivalent as pointed out by Nyberg in [3]
since
a function is perfect nonlinear if and only if it is bent.

The two corresponding attacks are dual one from the other by the Fourier
transform.
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Now let o, be the translation by a over IF5'. We can naturally rewrite the
formula (1)

Va € 5" \{O0py }, V0 € IFy, {z € F3'|f(oa(z) & f(z) = B} = 277" . (3)

Thus the concept of perfect nonlinearity is closely linked with the action of
the translations over IF5".

There is a natural way to extend at the same time the notions of perfect
nonlinearity and, by duality, that of bent functions. Suppose G is an Abelian
group of involutions without fixed points of IF5', then we can introduce the
notion of G-perfect nonlinearity of f by considering the action of G over IF5" as
follows

Vo € G\ {14}, Y6 € Y, [{z € FY|f(o() & f(z) = B = 2" (4

where Id is the identity function of IF5".

1.1 Our Contributions

In this paper we extend the notion of perfect nonlinearity by using involutions
instead of simple translations. We also establish a dual version of G-perfect
nonlinearity, as in the classical case, in terms of Fourier transform, that allows
us to generalize the notion of bent functions. We exhibit some relations between
the original and new concepts. In order to summarize we offer a larger framework
to the concepts of perfect nonlinearity and bent functions.

1.2  Organization of the Paper

The continuation of this paper is organized as follows. In the next section, we
give the basic definitions from dual groups to Abelian groups of involutions that
are used along the paper. In Sect. 3, we introduce our new notion of G-perfect
nonlinearity based on involutions. Then we study its duality through the Fourier
transform in order to extend the concept of boolean bent functions. In addition,
a construction of a generalized bent function is proposed. The Sect. 4 is devoted
to the links between classical and new notions. Finally in Sect. 5, we show as
in the classical case that our perfect nonlinear functions reach the maximum
distance to a certain kind of affine functions.

2 Notations and Preliminaries

In this part we recall some essential concepts and results on dual groups, Fourier
transform and bent functions. We also introduce several properties of involutions
without fixed points.
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2.1  Dual Group, (Discrete) Fourier Transform and Bent Functions

The definitions and results of this paragraph come from [4] and [5].

Let G be a finite Abelian group. We denote by eg its neutral element and
by E its exponent i.e. the maximum order of its elements. A character of G is
any homomorphism from G to the multiplicative group of E™ roots of unity.
The set of all characters GG is an Abelian group, called the dual group of G,
isomorphic to G. We fix some isomorphism from G to G' and we denote by x¢
the image of @ € G by this isomorphism. Then XeG is the trivial character i.e.
X¢ (x) = WWa € G. For instance if G = Fy', X : © € Fy' — (=1)*". Until
the end of this paper, any time we refer to a ﬁmte Abelian group, we suppose
that an isomorphism from it to its dual group has been fixed.

The Fourier transform of any complex-valued function f on G is defined by

Zf ) for a € G

zeG

We have the following and important lemma for the Fourier transform.
Lemma 1. Let f: G — C.

1. f(z) =0 for every x # eq in G if and only if f is constant.
2. f(a) =0 for every a # eq in G if and only if f is constant.
Let us introduce some notions needed to define the concept of bent functions.

Let G'1 and G5 be two finite Abelian groups. Let f: G1 — Gs. fis said balanced

if V3 € Ga, [{z € Gi|f(z) = B} = I&H].
The deriwative of f in direction o € Gy is defined by

dof iz € G fla+a) — f(z) € Gy (5)

where “+4” is the symbol for the law of G; and “y — z” is an abbreviation for
“yx 2717 with (y,2) € G2, * the law of G5 and 27! the inverse of z in Go.
The function f is said perfect nonlinear if

Vo € G\ {ea, 1, VB € Go, [{z € Galda f(z) = B}] = gll (6)

Then f is perfect nonlinear if and only if for all & € G; \ {eq, }, duof is
balanced.

Proposition 1. Let f be any function from Gy to Gy. Then f is balanced if
and only if, for every 8 € Ga \ {eg, }, we have

—

Xg2 o f(e(;l) =0 . (7)
We can recall the notion of bent functions : f is bent if Va € G, VG €
Go\{ec, }, |XG2 o f(a)| = \/|G1| where |z]| is the norm for z € C.

Finally we have the following theorem due to Nyberg.
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Theorem 1. f: Gy — G4 is perfect nonlinear if and only if it is bent.

In this paper we refer to these notions as original, classical or traditional, as it
has been already done, so as to differentiate them from ours which are qualified
as new, extended or generalized.

2.2 Involutions Without Fixed Points

Let S(IF5") be the symmetric group of IF5'. Let o € S(IFy'). o is an involution
if 02 = 0 oo = Id or in other terms o~ ! = . Moreover ¢ is without fized points
if Vo € IF5', ox # x. We denote by Inv(IF5") the set of involutions without fized
points. By definition, we can easily see that an element of Inv(IF5") is the product
of 2™~ transpositions with disjoint supports. So Inv(]fgl) is a conjugacy class
of S(IF3"). Its cardinality is given by the formula #

Let T(IF3") be the (Abelian) group of translations of IF5" (subgroup of S(IF5")).
Then we can easily check that T(IF5") \ {Id} C Inv(IF5') and since for m > 2,
[Inv(IF5")| > |T(IF5")| = 2™ there exists (lots of) nonlinear involutions without
fixed points.

In the sequel we adopt the following usual notations, for (o, 7) € S(IF5")2, o7
and oz denote respectively o o 7 and o(x). The small Greek letters are kept to
name the permutations and we use the small Roman letters to denote the points
of IFy".

We have these interesting and useful properties concerning involutions with-
out fixed points.

Property 1. Let G be a subgroup of S(IF5") such that G\ {Id} C Inv(IF3") (such
a group is called a group of involutions of IF5"). Then G is Abelian.

Proof. Let (o,7) € G%. Since o7 € G then either o7 = Id or ot € Inv(FF3"). In
the first case, 0 = 77! = 7 then o7 = 70. In the second case, (07)? = Id &
oror=Ild s tor=0" =0 or=7"10=r10.

The property follows. a

Property 2. Let G be a group of involutions of IF5". Then |G| < 2™.

Proof. Suppose on the contrary that |G| > 2™. Then there exists (o,7) € G?
such that o # 7 and 00py = 70rp. If not then Jogyp 10 € G = fopy (o) =
o0y € IFy" is injective and |{f01F§,L (o)le € G}| = |G| < |IFy'| = 2™ which is
impossible by hypothesis. So let (o, 7) € G? such that o # 7 and o0py = 70Fp.
Then or0py = oo0pp = UQO]F;n = Opyp. Consequently Opy is a fixed point
for o7. Since o # 7 then o7 # Id and o7 has no fixed point. Thus we have a
contradiction with the assumption that |G| > 2™. ad

Property 3. For m > 2, there exists G a group of involutions of IF5" such that
|G| = 2™ and G # T(Fy").

Proof. Let a € IF5" \ {Opy} and 0, € T(IF3") the corresponding translation.
Let 7 € Inv(IFy') \ T(IF3") (such a nonlinear involution exists since m > 2).
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Since 7 and o, are conjugate, there exists m € S(IF5") such that 7 = wo,m L.
It is easy to see that 7#T(IF5" )7~ ! is a group of involutions (a conjugate group
of T(IFY")) such that |[#T(IFY" )7~ = 2™ and 7T (F5" )7~ ! # T(IF5") (since
7€ nT(Fy)r~ ! and 7 € T(IF5")). O

Remark 1. In the previous property, the fact “m > 2”7 is needed to obtain a
group of involutions G such that |G| = 2™ and G # T(IF3"). Ilf m =1 or m =2
we have only one group of involutions of maximal size G = T(IF3) or G = T(TF3).

We call mazimal group of involutions of IF5" a group of involutions G of TF5"*
such that |G| = 2.

Property 4. Let G be a maximal group of involutions of IF5'. Then the action
¢ G — S(IFY") such that ¢(o) : © — ox is simply transitive.

Proof. Let us define for « € IFy' the orbital function f, : 0 € G — fy(0) =
¢(0)(z) = ox € IFL". Then for all z € FY', f, is injective. Indeed let (o, 7) € G?
such that o # 7.1If f,(0) = f.(7) then we have the following chain of equivalences
or =Tr < Tor = x < x is a fixed point of 7o which is impossible since 7o # Id.
In addition we have |G| = |IF5'| then f, is bijective. That concludes the proof.
O

Finally for a group of involutions G of IF5", since the exponent of G is 2 (all
the elements distinct from the identity have an order two) and it is an Abelian
group, the dual group G is the set of homomorphisms from G to {£1} and is
isomorphic to G.

3 Generalized Boolean Bent Functions

In this section we introduce a new notion of perfect nonlinearity that extends
and offers a larger framework for the classical one. We also study its dual ver-
sion through the Fourier transform which leads us to introduce a generalized
definition for the concept of bent functions.

3.1 Definitions and Properties

Let G be a maximal group of involutions of IFy". Let f : 5" — IF3. We define
the derivative of f in direction o € G by

Dof : F} — T}
z — Dof(x) = flox)® f(x) . (8)
We define Ay = sup |{z € Fy'|D, f(z) = B}
We have the following bound for A ;-

Theorem 2. For any function f:IF5 — Iy, Ay > 277",
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Proof. For each fixed o € G\ {Id}, the collection of sets {{z € IF}'|D, f(x) =
B}}pery is a partition of IF5". Then Z H{z € F5'|D, f(z) = 8} = 2™, which
BeFy
implies the result. a

Definition 1. A function f : Iy — Ty is G-perfect nonlinear if Ay =2m~".

According to the previous theorem, for a G-perfect nonlinear function f, we

have

A= inf 4, (9)

We can state a first result similar to the traditional case.

Theorem 3. f : IF]" — ¥y is G-perfect nonlinear if and only if for all o €
G\ {Id}, the derivative D, f is balanced.

Proof. f is G-perfect nonlinear if and only if the maximum of the sequence of
integers {[{z € F3'[D, f(x) = B}|}oea\(14},pery is equal to its mean. This is
possible if and only if the sequence is constant. Then the constant must be 27 ~"
which ensures the result. a

From the theorem above we obtain the following immediate results which
embeds classical notions in our framework.

Proposition 2. Let f: TFJ" — 5. [ is T(IF5")-perfect nonlinear if and only
if f is perfect nonlinear in the classical way.

Proof. f is T(IF5")-perfect nonlinear if and only if D, _f is balanced for every
oo € T(IFY") \ {Id} if and only if D, f is balanced for every o € 5" \ {Opy }.
We conclude the proof since D, f(x) = dq f(x) for all z € IF5". O

We now develop the dual description of G-perfect nonlinear functions through
the study of their Fourier transform.
Let f and g be two functions from IF5" to IR. We define

@f,g:G—>]R
o Bra(0)= Y flx (10)

zeFy

which can be seen as a kind of convolution product with respect to the action
of G over IF3". Let us compute its Fourier transform. Let o € G.

stg Zq)fg

TEG

ZZf g(t2)Xx&(T)

TG z€IFy?

Yo f@)) ] gra)xg(r) - (11)

zEFY e
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Moreover the sum “»  g(7z)x&(7)” is invariant by translations[] over G i.e.
TeG
vr e G, Z g(tz)x&(T) = Z g(rmz)x&(Ttm) = Z g(rmx)x&(T)x&(m). Then
TEG TeG TeG
we have

(1) = > fl@x&(m Y glrmz)xa(r)

zelFy TEG

= Z f(rz)x¢(m) Z g(t2)x&(T) (since n=1 =)

zelFy TEG

= > fEe)xg(m)ga(o) (12)

zelFy

where g, : G — IR such that g, (o) = g(ox). Since (12) is true for all 7 € G,
by integration over G, we obtain

> @py(0) =|GIBs4(0) =27 By 4(0)
TeG

= > D fEa)x&(m)gu(o)

zelFy meG
= Y R@)@lo) - (13)
zelFy
And finally this gives us
_— 1 ~
Vo € G, br4(0) = o > fa(0)ga(0) (14)
relFy”

which is equivalent, in our context, to the trivialization of the convolution prod-
uct by the Fourier transform.

Proposition 3. Let G be a mazimal group of involutions of F5". Let f : Iy —

F;, 8 € Fy and Fg; : G — IR such that F f(0) = X%g o Do f(Ory ). Then
we have

—

— 1
Vo € G, Fg,f(J):ﬁ (Xﬁ‘;ofx(g))z'
zelFy

Proof. First of all, Fg s is real-valued since the characters of IF5" and IFy are
{£1}-valued.

1€ G 7m € G is the translation by 7 € G.
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Let us compute the Fourier transform of Fjp ¢.

Faz(o Z Fpf(r
TEG

=2 2 (g o D-N@)XE(T)

TEG z€lFy"

S Y (F@) @ fra)xa(r)

T€G z€lFy

S (6 0 Ny 0 Nira)xa ()

TE€G z€lFy

= 2P rngyer (MXE()

TEG

—

QSX]Fn of, Xanof(O—)
1 /\ —_—

= om Z (X]F; o f)x(U)(X?Fg o f)z(o) (according to (14))
zelFy

1 —

= om > ((Xﬁ?g o fa(0))?
zelFyr
1 —_—

= 5w D Oy 0 £2(0)°

zelFy
O

Then we have one of the most important theorem which allows us to define
an extended notion of bent functions.

Theorem 4. Let G be a maximal group of involutions of IF5". Let f : TFy' —
IFy. f is G-perfect nonlinear if and only if Vo € G, V3 € IFy \ {OFy },

o —

> (g © fal0))? =227

zelFy
Proof. f is G-perfect non linear < Vo € G\ {Id}, D, f is balanced over IF5"
& Vo e G\{1d}, V3 € 3 \ {0y}, Xy © Do f(Omy) = 0 (by proposition 1)
< VB e Py \ {Ory }, Yo € G\ {ld}, Fp¢(c) =0
< VB eIy \ {OFy }, Eg\f is constant over G (according to lemma 1)
. 1
By Parseval equation we have om Z Fg #(o —Z F 1(0)*=(Fps ¢(I1d))*.

oeG oeG
Thus since Fj s is constant, (Fg ¢(0))* = (Fp ¢(Id))? for all ¢ € G. More-

over Fg ¢(Id) = XIBFQ o Dy f(Opyp) = Z X?ng (O ) = 2™. Then according to
zelFy
proposition 3 we deduce the result. O
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We can then define the new boolean bent functions by the duality through
the Fourier transform previously exhibited as follows.

Definition 2. Let G be a mazimal group of involutions of Fy'. Let f : F5' —
IFy. f is called G-bent if Yo € G, VB € F5\{Omy}, D (Xpoy © f2(0))? = 22"

zelFy

By this way we keep the equivalence (by theorem 4) between the new no-
tions of perfect nonlinearity and bent functions as it is the case for the original
concepts.

3.2 Construction of a G-Perfect Nonlinear Function

Let m € S(IFY') and G, = #T(IF5")m ! the conjugate group of T'(IF5') by = (it is
a maximal group of involutions). Suppose that there exists g : IF;" — F5 such
that g is perfect nonlinear in the classical way (so g is also bent in the classical
way). Let define f : IF}* — IF% by f(z) = g(7—12). We have then the following
proposition.

Proposition 4. The function [ previously defined is G -perfect nonlinear.

Proof. Let 0 € G, \ {Id} and § € TF}. We have
{z € FY|f(ow) ® f(2) = B} = {z € FY'|f(roan™ ) & f(x) = B}  (15)

since there exists one and only one o € 5" \ {Opy } such that the translation
04 is conjugated by 7 with o. Then we have

(15) = {y € FY'|f(roay) ® f(ry) = B}| (change of variable : y = 7~ ')
=y e F3'lg(oay) & g(y) = B}
= 2"7" (by perfect nonlinearity of g) .

That concludes the proof. a

4 Links Between Classical and New Notions

In this section we present some relations between our new notions and the clas-
sical ones.

Theorem 5. Let G be a mazimal group of involutions of 5. Let f : F5" —
f is G-perfect nonlinear if and only if Vo € FY', f, : G — Ty such that
fu(o) = f(ox) is perfect nonlinear in the traditional sense.

Proof.

=) Suppose that f is G-perfect nonlinear. We have to prove that Vz € IFy",
Vo € G\ {Id} and Vj € TFy,
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{r € Glfulom) ® fulr) = B}| = Tl =2m~m.
We have |{r € G|f(orz)® f(rz) = B} = |{y € F'|f(oy)® f(y) = B}| by

the change of variables 7o = y (one must remember that 7 +— 7a is bijective
since the action of G on IF3" is simply transitive). That concludes the first
implication.

<) Suppose that Vo € IF3*, f, is perfect nonlinear in the classical way. Then

—

J= is bent (also in the original sense) i.e. V3 € IFy \ {Opy }, |X1ﬁFg o fu(lo)] =

__ o 5/\ 2 _ _ o2m .
V|G| =272 . Then we have E Xy © fa(0))” = g |G| =2"". So f is
el zelFy”
G-perfect nonlinear by theorem 4. a

Then we have the immediate following corollary, similar to the traditional
case.

Corollary 1. Let G be a mazimal group of involutions of IF5". Let f : TFy" —
[ is G-perfect nonlinear if and only if Yx € IFy', V3 € IFy \ {Ory }, Vo € G,

—

Xy © folo)] = 2%

5 Distance to “Affine” Functions

A well-known result is that bent functions have the maximum distance to the
set of affine functions defined by the canonical dot-product. In this section we
show a similar result. The bent functions with respect to the extended notion
reach the maximum distance between a certain kind of affine functions as in the
classical context.

Let f and b be functions from Fj to Ey (two sets and Ej is finite), we define
the Hamming distance between f and g by

d(f,9) = Hz € Erlf(z) # g(x)}] . (16)

If A is a (finite) set of functions from F; to Es we define the distance of a
function f : E; — Fs to the set A by

d(f,A) = gggd(f, g9) - (17)

Let G be a maximal group of involutions of IF5". We define the set of “affine
functions” over G as

Ag ={f: G — {£1}3()\,¢) € G x {*1} such that f(o) = cA(o)}
={*xGlo € G}

i.e. Ag is the set of affine forms over G.
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Let (8,7) € (IFy \ {0z }) x IFy". We have

/\

XIE‘" o fz Z Xj[F‘n (T)

T7€G
=|{re G|x%g (f(r2)) = X&)} = {7 € Glxiy (f(r2)) # X&E(T)}
(since both XI%S and x& are {£1} — valued)

= |G| = 2d(xfy © far X&) -

Thus we obtain

-

e 1
d(xipy © foxG) = 2" = SXy © f2(0) - (18)

Let us compute d(xIﬁFg ° fo, —X&)-

d(Xlpy © far —X&) = {7 € Glxihy (F(r2)) # —x&(T)}]
= {7 € Glxlpy (f(72)) = X&()}]
= |G| — [{r € Glxgy (f(72)) # X&E(T)}
= |G| = d(Xgey © fo: XZ)

L —

_ 1
= 2m 1 + §X§:‘S Ofw<0') .

It follows that d(xgey © fo, {£XG}) = min({d(xgy © fur X&), Ay © far —XE)})

et 1o (o)l
Since Ag = Uyea{xx&}, we have

d(Xﬁ?; o fu, Ag) = arg}élng d( XTFp o fu, )

min d(xyey © fo. {(£x&})

1 —_—
_ . m—1 _ = B
= 51618(2 9 |XIF§‘ o fr(o—)‘)
1 —
=2mt 5 max ‘XII%Q o fz(o)] - (19)

Proposition 5. Let G be a maximal group of involutions of IF5" and f : Fy' —
[ is G-perfect nonlinear if and only if V(3,x) € (IFy \ {0y }) x Y,

d(Xiy © frr Ag) =271 =277
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Proof.

<) Let g : F)' — IFJ. By Parseval equation, we have Z |X§?§ 0 gz (0)]? =
oeG

G Xy 092(0)]* = |G[* (since Xy is {#1}-valued). So max [xf, © g.(o)]
ot oeG

—
m
2

> /|G| = 2% and then , inf max|x€Fg, o gy(0)| > 22 . Moreover sup-

IR —IFL oG
pose that we have d(xﬁ;; ofs, Ag) = 2m"1—2% 1 then according to formula

(19), we deduce that V(8,z) € (IF5 \ {0y }) x IF5", max |XIBF3 o fu(o)| =2%.

Then Vo € G, |X§~‘§ o fz(0)] < 2%. The lower absolute bound previously

—

exhibited implies then that Vo € G, |XI%;” o f.(0)] = 2% . The result is given

by corollary 1.
=) By corollary 1, if f is G-perfect nonlinear then V(3, ) € (IFy \ {0y }) x IF5",

—

Vo € G, ‘X%g o fo(0)| = 2% . Therefore we deduce the result by applying
the formula (19). O

Corollary 2. Let G be a mazimal group of involutions of IF3. Let [ : F5' —
IF5. If f is G-perfect nonlinear then ¥(3,x) € (IF5 \ {0y }) x IF5’, XIBFQ o fz has
the mazimal distance to Ag.

Proof. Suppose f G-perfect nonlinear. The same way as in the proof of proposi-

tion 5, we deduce the |X[ﬂpg o fz(0) inf max ‘Xxﬁpg 0 g.(0)] =2%. Then
Qe

| o g:IF —IFy
Vg : Fy' — TFY, according to formula (19),

1
B m—1 B8 _ B
d(xpy © fo, Ag) 22" — S max|xgpy © 92(0)| = d(xpy © 925 Ac) -

6 Conclusion and Further Works

We have extended both notions of perfect nonlinearity and bent functions, while
respecting the equivalence between them, by considering groups of involutions
rather than the simple translations. Moreover we have shown that our concepts
and the original ones are closely dependent. Finally we have obtained a similar
result to the traditional case with regard to the distance to the set of affine
functions.

The existence of G-perfect nonlinear functions is proved by our construction
of such function in the case where G is a conjugate group of the group of trans-
lations T'(IF5"). A problem remaining to solve is to show if the conjugacy class of
T(IF3") is equal to the set of all maximal groups of involutions of IFL". If it is not
the case, we should also construct a G-bent function for G a group of involutions
which is not in the same conjugacy class than T'(IF5"), or we should prove their
nonexistence.
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